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The Evolution to 
Industrial-Scale 
Fraud

● Transition from individual 
scammers to organized operations

● Development of scam "factories" 
and call centers

● Emergence of Scam-as-a-Service 
(SaaS) models

● Infrastructure investment in fraud 
operations

● Professional management 
hierarchies

● Global coordination networks



The Economics of Cyber Scams: 
Industrial-Scale Deception in the 
Modern Economy



Introduction to Cybercrime 
Economics

● Cybercrime: Illegal activities conducted via 
computers or the internet

● Rapidly growing sector of the global 
criminal economy

● Projected to reach $9.5 trillion by 2025 [1]
● Cybercrime economy larger than many 

countries' GDPs
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The Business Model of Scam Call Centers
These fraudulent centers operate like legitimate businesses, with:

● Dedicated scripts designed to manipulate victims.
● Fraud as a Service (FaaS)
● Sophisticated caller ID spoofing to appear as trusted institutions.
● Extensive databases containing personal details to build credibility.
● Multiple operators working in shifts to maximize outreach and revenue.
● The success of scam call centers lies in their ability to bypass traditional security 

measures, relying on psychological manipulation rather than hacking technology.
●



Specialization and 
Division of Labor

● Specialized roles within scam 
operations:

● Lead generators
● Script writers
● Social engineers
● Technical specialists
● Money launderers
● Management teams
● Professional development and 

training systems



Factors of 
Production in Scam 
Operations

● Land: Physical call centers and 
digital infrastructure

● Labor: Skilled workers and 
specialized talent

● Capital: Technology / AI 
● Entrepreneurship: Criminal 

innovation
● Information: Data as a crucial 

resource - FaaS; SaaS; PaaS
● Weak and or Corrupt Institutions
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China's Response to 
Scam Networks

● Initially supportive of Myanmar's military 
junta

● Changed stance due to victimization of 
Chinese citizens

● Repatriated over 40,000 citizens
● Pressuring local militias to close scam 

centers
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Scam Recruitment Tactics - Human Capital

● Attractive job advertisements with promises like:
● "Simple job, high salary"
● "No experience required"
● "Stable income"
● Recruitment often occurs through:
● Social media
● Word-of-mouth networks
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http://www.youtube.com/watch?v=m6qFCdHvYuI
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Future of 
Industrial-Scale 
Scams

● Technological advancement 
impact

● Emerging business models
● Regulatory challenges
● Market consolidation trends
● Innovation in prevention
● Economic implications for 

legitimate markets



International Governmental Responses
● United States, Canada, and UK issued coordinated sanctions
● U.S. Department of Justice seized $9 million in crypto assets
● Thailand assisting in repatriating trafficking victims
● Probing Question: What strategies can governments use to 

combat transnational cybercrime?
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Technological Infrastructure of Scams

● Utilize sophisticated cryptocurrency platforms
● Create convincing fake trading websites
● Use blockchain to obscure money trails
● AI - voice cloning
● AI -Deepfakes
● Spoofing
● Face Changing Software
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Fraud as a Service



Fraudulent Services and 
Phishing Kits

● Fraudulent services include:
● Money laundering
● Account takeover
● Credit card fraud
● Mule account services
● Phishing kits:
● Pre-made templates mimicking 

login pages
● Often bundled with hosting 

tools and form handlers

● FaaS is a growing trend 
in cybercrime

● Allows less 
experienced fraudsters 
to execute 
sophisticated schemes

● Provides various tools 
and services to 
facilitate fraud



The Rise of Styx:  A New Dark Web 
Marketplace
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● Uses a built-in escrow system for transactions
● Features a section for trusted sellers
● Money laundering
● Identity theft
● Bypassing two-factor authentication (2FA)
● Fake or stolen IDs and personal data
● Malware rental
● Cash-out services
● Email and telephone flooding
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